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Abstract

The present study aimed to design and explain the IoT commercialization model in Iranian organizations (Telecom-
munication Company of Iran). A mixed-methods approach with the exploratory design method was used in the study.
In the qualitative phase, the content qualitative analysis method was used by interviewing 21 telecommunications
managers as well as IT professors and experts. In the quantitative phase, a questionnaire with a statistical sample
of 400 individuals was used using the Interpretive Structural Modeling (ISM) approach. In the qualitative phase, the
paradigm model of IoT commercialisation is detected in the roles of causal, contextual, intervening conditions, strate-
gies, main phenomena and consequences, design and development of the country’s telecommunication infrastructure,
full utilization of all communication power with real and legal customers, increasing the power of analysis in the di-
mensions of telecommunication business, moving towards integration of telecommunication services, strengthening the
understanding of customers and their needs, collecting data, transmitting the selected data through communication
networks, evaluating and estimating data, and responding to access information for the main phenomenon and were
confirmed in the quantitative phase.

Keywords: the internet of things (IoT), IoT commercialization, grounded theory, Interpretive Structural Modeling
(ISM)
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1 Introduction

There are about 13.5 billion devices to connect to the Internet via mobiles, tablets, and laptops in the world. In
other words, there are smart communication devices about twice the population of the world. It is forecasted that
this number will increase to 50 billion devices in the next four years [16]. The vast business opportunities in the field
of IoT are constantly increasing the number of smart devices in IoT networks. Furthermore, the dependence of IoT
devices on cloud infrastructures for data transmission, storage, and analysis leads to the development of IoT networks
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active in the cloud [10]. The Internet of Things is a different technology that will become more widespread shortly and
will become an important tool of the Internet. The Internet of Things (IoT) is an Internet-based model consisting of
a large number of nodes and things connected, and its purpose is to create useful information. This technology needs
a complementary technology to save and process its data, namely cloud computing [19].

The Internet of Things is a world of heterogeneous things that, in addition to physical and virtual properties, also
have identities and are seamlessly and safely integrated with the Internet infrastructure using standard communica-
tion protocols. This view is based on advances in fields such as radio frequency identification, machine-to-machine
communications, wireless sensors, ubiquitous computing, and the Web of Things (WoT). Internet-enabled things offer
many benefits to organizations and individuals by facilitating or simplifying environmental sensors, automated sen-
sors, and actuators that can be used in a variety of applications, from smart home appliances to smart networks,
and product management [3]. The IoT represents a tremendous opportunity for various organizations, including IoT
service providers and applications, IoT platform providers and integrators, telecommunication operators, and software
vendors [5]. The Internet of Things represents the future of the Internet, where all gadgets and devices are intercon-
nected and can understand their surroundings and communicate with other gadgets. To establish this connection,
there is a need for communication contracts so that the devices can communicate with the Internet and other devices
[26]. All the world’s things are available in the Internet of Things design. Things do not become computers, but have
limited computer capabilities and are more intelligent in nature [18]. The top ten countries in IoT technology are
mostly developed countries; hence, it can be concluded that the spread of IoT is more in developed countries than
in developing countries and this issue increases the information gap between countries [21]. No society can expect
success and continued presence in competitive markets, regardless of technological developments. The proper use of
information and communication technology (ICT) is an emerging phenomenon in modern business and commerce,
and despite its short history, it has caused a concerning gap between our society and the international in this field
due to the lack of real awareness and the lack of appropriate basis, both legally and administratively for the proper
use of these new technologies [6]. The present study sought to answer the question of how to design and explain
the IoT commercialization model in Iranian organizations (Telecommunication Company of Iran) with an Interpretive
Structural Modeling (ISM) approach?

Research literature

The term “Internet of Things” was first introduced by the MIT Press in 1999, describing a world in which ev-
erything, including inanimate objects, has a digital identity, allowing computers to organize and manage them. The
concept of the Internet of Things was coined by a committee member through RFID in 2000. He pointed out the
location of information about a tagged thing by searching a specific Internet address or the content of a database.
Since then, the term IoT has become synonymous with everyday things that can be detected, located, addressed, and
controlled via the Internet [20]. Many definitions of the Internet of Things have been presented by various research
associations based on their attitudes toward the strengths of this idea. The IoT is an integrated ecosystem of things
equipped with sensors, processors, software, and communication technologies. The goal of the Internet of Things is
to provide uninterrupted service to anything anywhere and anytime [14]. The Internet of Things is not just a net-
work for the exchange of information, but as an ecosystem with unique protocols, standards, events, and processing
methods that require the least human intervention to provide their services (Omar Said et al., 2020). Latent system
technologies, wireless sensor networks, artificial intelligence, machine learning, control systems, automation, etc. help
to grow and use the Internet of Things as much as possible [13].

The reason for this multifaceted concept goes back to the naming of this idea, i.e. the “Internet of Things”.
The name consists of two words; the first emphasizes the networking perspective of the concept, while the second
emphasizes the public things that are placed in a common package [25]. The Internet of Things also refers to a
network in which each physical thing is identified by a tag and, with other objects, forms a network in which these
things can exchange data independently while communicating with each other [8].

Comercialization is the process of turning new technologies into successful commercial products. In other words,
commercialization involves various arrays of important technical, commercial, and financial processes that transform
a new technology into useful products or services. This process includes activities such as market evaluation, prod-
uct design, production engineering, intellectual property rights management, marketing strategy development, capital
raising, and worker training [15]. Commercialization is an attempt to profit from innovation by transforming new
technologies into new products, processes, and services, and selling them in markets. For many new technologies,
commercialization means increasing the scale from prototype to mass production and access to more resources. Com-
mercialization strategies include different ways of utilizing technologies and research that researchers and start-ups
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need to transfer knowledge from concept to market. Furthermore, the decision to commercialize a new technology
is closely related to the characteristics of the innovation system in which the company operates. Choosing the right
model and strategy is inevitable to successfully commercialize [1].

In an article titled “Healthcare service evolution towards the Internet of Things: An end-user perspective”,
Martdnez-Caro et al.[11] examine the benefits of the Internet of Things for users in the healthcare industry. Fur-
thermore, in an article titled “Analyzing challenges to the Internet of Things (IoT) adoption and diffusion: An Indian
context”, Luthra et al. [9] examine the adoption of this technology and its diffusion in India. Shakeel et al. [17] con-
ducted a study titled “Commercialization of renewable energy technologies” to find how to effectively commercialize
renewable energy technologies in Finland. Mital et al. [12] conducted a study titled “Adoption of Internet of Things
in India: A test of competing models using a structured equation modeling approach” to examine the factors affecting
the adoption of this technology among individuals, using the technology acceptance model (TAM) and the theory of
planned behavior (TPB). Temkar et al. [24] conducted an article titled “Internet of Things for Smart Classrooms”. In
a study titled “New Architecture of the Future: An Innovative Model for Business in the Context of Cloud Computing
and IoT Integration”, Zarrin et al. [26] examined the IoT from a business perspective and its integration with cloud
computing technology with a focus on theoretical and practical aspects. In a study titled “The technology commer-
cialization process model in Iran’s public research institutes” and by conducting six case studies in two public research
institutes, Goodarzi et al. [7] provided a model for technology commercialization in public research institutes.

2 Research method

A mixed-methods research approach with an exploratory design was utilized to design the IoT commercialization
model and achieve the research objectives. The exploratory design is a two-step approach, also called sequential
exploration [4]. In terms of method, the grounded theory of Strauss and Corbin [22] model was used in the qualitative
phase of the research. The quantitative phase had a descriptive-survey type. Interpretive Structural Modeling (ISM)
was also utilized in the research.

The statistical population of the study consisted of senior managers of the Telecommunication Company of Iran
and managers of the Ministry of Communications and Information Technology. Sampling was purposive according to
the research purpose.

The data collection tools included interviews and questionnaires. To this end, the sample group was first inter-
viewed. In the quantitative phase, a researcher-made questionnaire was used and it was based on the results of the
qualitative phase. Therefore, two types of questionnaires were developed, one with a 5-point Likert scale and another
based on pairwise comparisons between research elements, including 13 questions.

Nonlinear structural equation model

The traditional linear structural equation model is typically made up of two parts: the measurement model describ-
ing the relationships between the observed and latent variables and the structural model describing the relationships
between the latent variables. Given a vector of p observed variables Zi for the ith individual in a sample of size n and
a vector of q latent variables fi, the linear structural equation model system can be written:

Zi = µ+ Λfi + εi, (2.1)

b0 +B0fi = δ0i, (2.2)

where in the measurement model, the matrices µ(p× 1) and Λ(p× q) contain fixed or unknown scalars describing the
linear relation between the observations Zi and the common latent factors fi, and εi represents the (p× 1) vector of
random measurement error independent of fi such that E(εi) = 0 and V ar(εi) = Ψ with fixed and unknown scalars
in Ψ; and in the structural model, the matrices b0(d× 1) and B0(d× q) contain fixed or unknown scalars defining d
different additive linear simultaneous structural equations relating the factors to one anther plus the (d× 1) vector of
random equation error δ0i, where E(δ0i) = 0 and V ar(δ0i) = ∆0 with fixed and unknown scalars in ∆0.
The simultaneous linear structural model as written in (2.2) is very general. For many practical research questions
which can be addressed by simultaneous structural models, itis useful to model specific variables in terms of the rest
of the variables, i.e., it is useful to consider some of the latent variables as endogenous and others as exogenous, where
endogenous variables are those that are functions of otherendogenous and exogenous variables. Let fi = (η′i, ξ

′
i)

′ where
ηi are the d endogenous latent variables and i are the q − d exogenous latent variables. Then a commonly used form
for the structural model (2.2) becomes:

ηi = b+Bηi + Γξi + δi, (2.3)



4 Adib, Safarzadeh, Mohammadi

where it is assumed the equation errors δi have E(δi) = 0, V ar(δi) = ∆ and are independent of the ξi as well as
independent of εi in (2.1), and the matrices b(d × 1),B(d × d), γ(d × (q − d)), and ∆(d × d) are fixed or unknown
scalars. The structural model (2.3) is said to be in implicit form, implicit because it has endogenous variables on both
sides of the equations, i.e., it is not “ solved” for the endogenous variables. it is assumed that thediagonal of B is zero
so that no element of ηi is a function of it self. A sufficient condition for solving (2.3) is that (I − B) is invertible,
then (2.3) can be solved for the endogenous variables and written as

ηi = b∗ + Γ∗ξi + δ∗i , (2.4)

where b∗ = (I −B)−1b, γ∗ = (I −B)−1γ, and V ar(δ∗i ) = (I −B)−1δ(I −B)−1′ .

The structural model (2.4) is said to be in reduced form as the ηi now appears only on the left-hand side of the
equation. It is important to note the assumption that the equation errors δi where additive and independent of the ξi
in the implicit form (2.3) results in the equation errors δ∗i in the reduced form (2.4) also being additive and independent
of the ηi.

Given p, q and d, additional restrictions must be placed on µ,Λ,Ψµ,Λ,Ψµ,Λ,Ψ, bbb0,BBB0, and ∆0∆0∆0 in (2.1)-(2.2) in order to make
all the unknown parameters identifiable. The assumption that (2.2) can be written in reduced form (2.4) is the typical
restriction placed on the structural model.

Additionally, a common restriction placed on the measurement model (2.1) is the errors-in-variables parameter-
ization where q of the observed variables are each fixed to be equal to one of the q different latent variables plus
measurement error. For a thorough discussion of identifiability in linear structural equation models see, e.g.. Finally,
it should be noted that there is no inherent distributional assumptions needed for εεεi, δδδ0i, nor fff i at this point of model
specification although distributional assumptions may be added eventually to perform estimation.

A mixture SEMs for a p× 1 random vector yyyi is defined as follows:

f(yi) =

K∑
k=1

πkfk(yi|µk,
∑
k

), i = 1, · · · , n, (2.5)

whereKKK is the number of components which can be unknown, πk’s are component probabilities which are nonnegative
and sum to 1.0, fk(yyy|µkµkµk,

∑
k

∑
k

∑
k) is a multivariate normal density function with an unknown mean vector µkµkµk and a

covariance matrix
∑

k

∑
k

∑
k. Conditional on the kth component, suppose that y satisfies the following measurement model:

y = µk + Λkωk + εk, (2.6)

where µkµkµk is an p× 1p× 1p× 1 intercept vector, YkYkYk is a p×q factor loading matrix, ωkωkωk is a q×111 random vector of latent variables,
and εkεkεk is a p × 111 random vector of error measurements with distribution N(0,Ψk)N(0,Ψk)N(0,Ψk), which is independent of ωkωkωk, and
ΨkΨkΨk is a diagonal matrix. Let ωkωkωk be partitioned into (ηTn , ξ

T
k )

T , where ηkηkηk is a q1× 1 vector, ξkξkξk is a q2× 1 vector, and
q1 + q2 = q. The structural equation is defined as

ηk = Bkηk + Γkξk + δk, (2.7)

where BkBkBk and YkYkYk are q1×q1 and q1×q2 matrices of unknown parameters; and random vectors ξkλkξkλkξkλk are independently
distributed as N(0,Φk(0,Φk(0,Φk) and N(0,ΦλkΦλkΦλk), respectively; and ΦkΦkΦk is a diagonal matrix.
We assume that BBB0k = (IIIq1 −BkBkBk) is nonsingular and (IIIq1 is independent of any elements in BkBkBk. One specific form
of BkBkBk that satisfies this assumption is the lower or upper triangular matrix. As the mixture model defined in (2.5)
is invariant with respect to permutation of labels k = 1, · · · ,K, adoption of an unique labeling for identifiability is
important. Roeder and Wasserman (1997), and Zhu and Lee (2001) proposed to impose the ordering µ1,1 < · · · < µk,1

for eliminating the label switching (jumping between the various labeling subspace), where µk,1 is the first element of
the mean vector µµµk. This method works fineif µ1,1, · · · , µk,1 are well separated.

However, if µ1,1, · · · , µk,1 are close to each other, it may not be able to eliminate the label switching, and may
introduce incorrect results. Hence, it is necessary to find a sensible identifiability constraint. In this chapter, the
random permutation sampler developed by Frühwirth-Schnatter (2001) will be applied for finding the suitable identi-
fiability constraints. See the following sections for more details.

Moreover, for each k = 1, · · · ,K, structural parameters in the covariance matrix
∑

k corresponding to the model
defined by (2.6) and (2.7) are not identified. A common method in structural equation modeling for identifying the
model is to fix appropriate elements inAAAk,BBBk, and /or YYY k at preassigned values. The positions of thepreassigned values
of the fixed elements in these matrices of regression coefficients can be chosen on a problem-by-problem basis, as long
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as each
∑∑∑

k is identified. In practice, most manifest variables are usually clear indicators of their corresponding latent
variables are usually clear indicators of their corresponding latent variables. This give rather clear prior information
to specify the zero values to appropriate elements in these parameter matrices. See the illustrative example in section
5 for a more concrete example. For clear discussion of the proposed method, we let ΠΠΠ = (Π1, · · · ,Πk), and θθθ be the
vector which contains all unknown parameters in the covariance matrices that defines an identified model.

3 Results

The following three main steps are necessary to design the model, each of which is described below [2].

1. Detecting the IoT commercialization dimensions;
2. Detecting the conceptual relationship between these dimensions using Interpretive Structural Modeling (ISM);
3. Drawing the network of interactions between IoT commercialization dimensions

Step 1: Detecting the IoT commercialization dimensions. Data analysis of this stage was performed at three
stages, namely open coding, axial coding (detection of axial category, causal conditions, intervening conditions, basic
conditions, and consequences), and selective coding (theory creation).

4 Open coding

Open coding is a part of the analysis that is done by careful analysis of data, naming, and classifying data. For
accurate classification of concepts into categories, each concept was conceptualized after separating the labeled and
raw data by careful examination of the text of interviews and background notes to more easily detect similarities
and differences. MAXQDA software was used for coding. Table 1 presents examples of interview analysis and initial
coding.

5 Axial coding

purpose of this step is to establish a relationship between the classes produced in the open coding step. At this
stage, the indices extracted from the interview texts are categorized by screening, removing duplicate codes, and
integrating synonymous codes [22]. Therefore, the categories were determined and 9 main categories and 44 sub-
categories were obtained at this stage from all indices obtained from the open coding stage. The above-mentioned
cases are presented in separate tables.

6 Provision of the research model

The Interpretive Structural Modeling (ISM) was used to design the IoT commercialization model.

7 Formation of the structural self-interaction matrix

The formation of a structural self-interaction matrix is the first step in interpretive structural modeling. This
matrix is used to detect the internal relationships of indices. Expert perspectives are commonly used to reflect the
internal relationships between indices.

The matrix obtained in this step indicates which variable affects another variable and is affected by which variable.
The structural self-interaction matrix consists of research dimensions and indices, and their comparison is performed
using four modes of conceptual relationships. The obtained information is summarized based on Interpretive Structural
Modeling and forms the final structural self-interaction matrix [2]. Table 4 presents the structural self-interaction
matrix.

8 Formation of the reachability matrix

The reachability matrix is obtained by converting the interactive structural matrix into a Zero-One matrix. In the
reachability matrix, the main diagonal elements are equal to one. Secondary relationships must also be controlled.
In other words, if A leads to B, and B leads to C, then A must lead to C. Therefore, if direct effects should be
considered based on the secondary relationship, but this has not happened in practice, the table should be corrected
and the secondary relationships should also be shown [2]. Table 5 presents the reachability matrix.
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Table 1: An example of initial extracted coding

Row Initial concept Open coding Sample text
1 Improving Iran’s Need to change ... Specifically, the Internet of Things changes

telecommunication Investing in capacity building constantly with changes in technology and
infrastructure building infrastructures. Telecommunication company

Ability to detect needs to invest in capacity building and agility
changes by because of these changes; hence, they can adapt

organizations to the circumstances. The ability to detect these
Establishment of changes by organizations has become an integral
training in the part and core of all business activities. If the

telecommunication telecommunication company could train itself as
company soon as possible, it can respond quickly and

IoT infrastructures flexibly to technological changes, and thus
Platform as a service improve the telecommunications infrastructure. It

provides the IoT infrastructures to various
businesses through the “platform as a service

method.”
2 Full utilization of IoT platform in the “The IoT platform in the telecommunication

the whole power of telecommunications company provides the necessary facilities such as
communication company data collection and management from various

with real and legal Managing and devices and sensors, independent of the type of
customers collecting data from application, collection, storage, and retrieval and

various sensors provides them for customers. Emphasizing it and
Application, collection, protecting the rights of the Internet of Things is
storage, and retrieval important to customers’ financial and intellectual

Ability to communicate property.”
with customers

3 Increasing the Providing convenient, “Today, customers demand available services
power of analysis accessible, and some of which can be seen in the analysis power
in dimensions of personalized services of the online telecommunication company, the

the for customers applications of the telecommunication company,
telecommunication Analytical power of and contactless payment technology.”

business online
telecommunication

company
Telecommunication

company applications
Maintaining

organizational survival
as the ultimate and
important goal of all

organizations
Ensuring the
authenticity of

customer registration

9 Formation of the final reachability matrix

After obtaining the initial reachability matrix, the final reachability matrix is obtained by entering transitivity in
the relationships of the variables. This is a square matrix in which each entry is equal to 1 when the element has
access to the element of any length, otherwise, it is zero. The reachability matrix can be obtained using Euler’s theory
in which we add the adjacency matrix to the unit matrix. Then, we exponentiate this matrix to n if the matrix entries
do not change. The following equation shows how to determine reachability using the adjacency matrix:
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Table 2: Main and sub-categories of research
Main categories Sub-categories
Developing the

√
Improving Iran’s telecommunications infrastructure

managerial strategies
√

Full use of all communication power with real and legal customers√
Increasing the analytical power in the telecommunication business dimensions√

Moving toward the integration of telecommunication services√
Strengthening the understanding of customers and their needs

IoT commercialization
√

Providing services without the physical presence of people
in telecommunication

√
Increasing the efficiency of human resources in the company

companies
√

Service improvement system using the rapid feedback of customers√
Remote service monitoring and control system√

Analyzing bulk information and understanding customer behavior patterns√
Predicting future trends in the telecommunication industry by the Internet of Things

IoT implementation
√

Data collection
infrastructure

√
Transfer of selected data through communication networks√

Evaluating and estimating data√
Responding to available information

Ensuring privacy
√

Ensuring the privacy√
Communication with customers√

Commitment to existing agreements or policies√
Identifiable and reliable

Change management
√

Extensive scalability of IoT applications
in the Internet of

√
Challenges of data management

Things
√

Challenges of data mining√
Challenge of confidentiality and security as technical components of the system

Securing the interests
√

Telecommunication operators
of the main IoT

√
Customers and applicants

stakeholders
√

Service providers√
Software and hardware suppliers√

People as the end-users
Confidentiality, Communication infrastructures

integrity, and
√

Wireless network bandwidth
accessibility of

√
Integration of user data

information
√

Authentication credentials
IoT profitability

√
Development of social, economic, and welfare activities√

Making money from IoT√
Increasing the GDP√

Gaining global credibility for Iran’s Telecommunication√
Improving Iran’s global indices√

Job creation and involvement of manufacturing companies in√
the implementation of the Internet of Things

Quality of service for
√

Quick access to convenient, timely, and cost-effective information
users

√
Reduction of risk and possible risks√

Preventing the possible consequences of accidents√
Increasing the efficiency, quickness in action, and decision making√

Increasing the security√
Increasing the public quality of life

Table 3: Modes and symbols used to express the relationship between variables

Symbol V A X O
Relationships Variable i Variable j Mutual No relationship

affects variable j. affects variable i. relationship

Equation (9.1): Determining the final reachability matrix

A+ I

M = (A+ I)n (9.1)

Matrix A is the initial reachability matrix of the unit matrix and the final reachability matrix. The matrix exponen-
tiation operation is performed according to the Boolean rule (9.2).

Equation (9.2): Boolean rule
1× 1 = 1; 1 + 1 = 1. (9.2)

Therefore, secondary relationships must be controlled to ensure. To this end, if A leads to B and B leads to C,
then A must lead to C. In other words, if direct effects should be considered based on the secondary relationships
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Table 4: Structural self-interaction matrix
X IoT UQ CM PS IF IS SH SM PA
IoT A A A A O O A A
UQ A A A A A A X
CM A A A X A V
PS X A V A O
IF A V A V
IS V X V
SH A V
PA O
PA

Table 5: Reachability matrix of IoT commercialization variables

RM IoT UQ CM PS IF IS SH SM PA
IoT 1 0 0 0 0 0 0 0 0
UQ 1 1 0 0 0 0 0 0 1
CM 1 1 1 0 0 0 1 0 1
PS 1 1 1 1 1 0 1 0 0
IF 1 1 1 1 1 0 1 0 1
IS 0 1 1 1 1 1 1 1 1
SH 0 1 1 0 0 0 1 0 1
SM 1 1 1 1 1 1 1 1 0
PA 1 1 0 0 0 0 0 0 1

but it does not occur in practice, the table should be corrected and the secondary relationship should also be shown.
Table 6 presents the total reachability matrix of the research variables.

Table 6: Total reachability matrix of research variables

TM IoT UQ CM PS IF IS SH SM PA
IoT 1 0 0 0 0 0 0 0 0
UQ 1 1 0 0 0 0 0 0 1
CM 1 1 1 0 0 0 1 0 1
PS 1 1 1 1 1 0 1 0 1*
IF 1 1 1 1 1 0 1 0 1
IS 1 1 1 1 1 1 1 1 1
SH 1* 1 1 0 0 0 1 0 1
SM 1 1 1 1 1 1 1 1 1*
PA 1 1 0 0 0 0 0 0 1

10 Determining relationships and leveling dimensions and indices

A set of outputs and a set of inputs for each criterion must be extracted from the reachability matrix to determine
the relationships and level the criteria.

√
Reachability set (row elements, output, or influence): variables that can be reached through this variable.√
Prerequisite set (column elements, inputs, or dependence): Variables through which this variable can be reached.

The set of outputs includes the criterion and criteria that are affected by it. The set of inputs includes the criterion
and criteria that affect it. The set of mutual relations of criteria is then determined.

For variable Ci, the reachability set (output or influence) includes variables that can be reached through the
variable Ci. The set of prerequisites (inputs or dependence) includes the variables through which the variable Ci can
be reached.
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The commonality of the two sets is calculated after determining the reachability and prerequisite sets. The first
variable, in which the commonality of the two sets is equal to the reachability set (outputs), is the first level. Therefore,
the first level elements have the highest dependence in the model. After determining the level, the criterion, in which
the level is determined, is removed from the whole set and again forms the set of inputs and outputs, and the next
variable level is obtained (Asgharpour, 2013).

Table 7: Determining the levels of IoT commercialization variables

Variables Output: Influence Input: Dependence Commonalities Level
IOT IOT IOT,UQ,CM,PS,IF,IS,SH,SM,PA IOT 1
UQ IOT,UQ,PA UQ,CM,PS,IF,IS,SH,SM,PA UQ,PA 2
CM IOT,UQ,CM,SH,PA CM,PS,IF,IS,SM CM 4
PS IOT,UQ,CM,PS,IF,SH,PA PS,IF,IS,SM PS,IF 5
IF IOT,UQ,CM,PS,IF,SH,PA PS,IF,IS,SM PS,IF 5
IS IOT,UQ,CM,PS,IF,IS,SH,SM,PA IS,SM IS,SM 6
SH IOT,UQ,SH,PA CM,PS,IF,IS,SH,SM SH 3
SM IOT,UQ,CM,PS,IF,IS,SH,SM,PA IS,SM IS,SM 6
PA IOT,UQ,PA UQ,CM,PS,IF,IS,SH,SM,PA UQ,PA 2

Based on the results of interpretive structural modeling, the IoT commercialization (IoT) in the Telecommunication
Company is the first-level element and a dependent variable. The variables, namely the user quality (UQ), and the
profitability of the Internet of Things (PA) are at the second level. Providing the main IoT stakeholders’ interests (SH)
is at the third level. The Internet of Things change management (CM) variable is at the fourth level. The privacy
(PS), and confidentiality, integrity, and reachability of information (IF) are at the fifth level. Finally, the development
of strategic management (SM), and the implementation of the Internet of Things infrastructure (IS) are at the sixth
level and the most basic elements of the model. The following figure shows the final model of the levels of the detected
variables. Only the significant relations of the elements of each level on the elements of the lower level as well as the
significant internal relations of the elements of each row are considered in this figure.

The variables, namely the development of strategic management (SM), and the implementation of the Internet of
Things infrastructure (IS) have high influence and low dependence and are considered independent variables. The
variables, namely providing the main IoT stakeholders’ interests (SH), the Internet of Things change management
(CM), the privacy (PS), and confidentiality, integrity, reachability of information (IF) also have high influence and
dependency; hence, they are linkage variables. The IoT commercialization in the Telecommunication Company (IoT),
the user quality (UQ), and the IoT profitability (PA) are also highly dependent, but have lower influence; hence, they
are considered dependent variables.

MICMAC analysis: In ISM, the interrelationships and effectiveness between criteria and the relationship of
criteria at different levels are well shown, leading to a better understanding of the decision-making space by managers.
The total access matrix is formed to determine the key criteria of influence power and dependence of the criteria. The
figure shows the influence power-dependency diagram for the variables.

Table 8: Influence power and dependence of IoT commercialization variables

Research variables Dependence Influence Level
IoT commercialization (IoT) in the Telecommunication Company 9 1 1

User quality (UQ) 8 3 2
Internet of Things change management (CM) 6 5 4

Privacy (PS) 4 7 5
Confidentiality, integrity, reachability of information (IF) 4 7 5

The Internet of Things infrastructure (IS) 2 9 6
Providing the main IoT stakeholders’ interests(SH) 6 5 3

Development of strategic management (SM) 2 9 6
Profitability of the Internet of Things (PA) 8 3 2

Based on the influence power and dependence of variables, a coordinate system can be defined and divided into
four equal parts. In the study, a group of variables were placed in the “actuators” subgroup. These variables have
high influence power and low dependence. Dependent variables are in the next category and they are the results of the
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Figure 1: The basic model of IoT commercialization

Figure 2: Diagram of influence power and dependence level (MICMAC output)
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product development process and can less be the basis for other variables. In this analysis, the variables are divided
into four groups: Autonomous, dependent, linkage, and independent.

Autonomous variables: These variables have low dependence and conductivity. They are generally separated
from the system because they have poor connections to the system. A change in these variables does not cause a
serious change in the system.

Dependent variables: These variables have strong dependence and poor conductivity. They generally have high
dependence and low influence on the system.

Independent variables: These variables have low dependence and high conductivity, in other words, high influ-
ence and low dependence are the characteristics of these variables.

Linkage variables: These variables have high dependence and high conductivity. In other words, the influence
of these criteria is very high and any small change in these variables causes fundamental changes in the system. They
are at the second level according to the influence-dependence diagram.

11 Research model validation

Structural equation modeling and LISREL software were utilized to validate the IoT commercialization model.
The following table presents the research constructs and distribution of questions.

Table 9: Research constructs and distribution of their questions

Main categories Symbol Number of items Number
Providing the main IoT stakeholders’ interests SM 5 1-5

IoT commercialization in the Telecommunication Company IoT 6 6-11
The Internet of Things infrastructure IS 4 12-15

Privacy PS 4 16-19
Internet of Things change management CM 4 20-23

Providing the main IoT stakeholders’ interests SH 5 24-28
Confidentiality, integrity, reachability of information IF 4 29-32

Profitability of Internet of Things PA 6 33-38
User quality UQ 6 39-44

Confirmatory factor analysis was used to ensure the accuracy of the selected items. The following figure shows the
output of confirmatory factor analysis in non-standardized estimation.

The factor loading of all cases is above 0.6, indicating that the selected items are highly correlated with the latent
variables. The RMSEA fit index value is equal to 0.036 and less than 0.08. The normal chi-square value is less than
2. Therefore, the confirmatory factor analysis fit is also appropriate. T-statistic is used to evaluate the significance of
the effects. The following figure shows the confirmatory factor analysis at a significance level.

The following figure shows the final validation results of the research.

The following cases are found based on the results:

The standard factor loading of the effect of IoT implementation infrastructure on the provision of privacy was
equal to 0.45. Furthermore, the t-statistic value was 5.69; hence, it can be claimed at a 95% confidence level: IoT
implementation infrastructure had a positive and significant effect on privacy.

The standard factor loading of the effect of formulating management strategies on confidentiality, integrity, and
reachability of information was equal to 0.35. Furthermore, the t-statistic value was equal to 4.32. Therefore, it can
be claimed with 95% confidence that the development of management strategies had a positive and significant effect
on the confidentiality, integrity, and reachability of information.

The standard factor loading of the effect of formulating management strategies on providing privacy was equal to
0.48. Furthermore, the t-statistic value was equal to 5.77. Therefore, it can be claimed with 95% confidence that the
development of management strategies had a positive and significant effect on the provision of privacy.

The standard factor loading of the effect of the provision of privacy on confidentiality, integrity, and reachability
of information was equal to 0.56. Furthermore, the t-statistic value was equal to 6.46. Therefore, it can be claimed
with 95% confidence that the provision of privacy had a positive and significant effect on the confidentiality, integrity,
and reachability of information.
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Figure 3: Output of standardized coefficients

Figure 4: T -value output

The standard factor loading of the effect of the provision of privacy on the Internet of Things change management
was equal to 0.65. Furthermore, the t-statistic value was equal to 7.32. Therefore, it can be claimed with 95% confidence
that the provision of privacy had a positive and significant effect on the Internet of Things change management.

The standard factor loading of the effect of confidentiality, integrity, and reachability of information on providing
the main IoT stakeholders’ interests was equal to 0.37. Furthermore, the t-statistic value was equal to 3.44. Therefore,
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Figure 5: Validation of the structural model of research

it can be claimed with 95% confidence that the confidentiality, integrity, and reachability of information had a positive
and significant effect on providing the main IoT stakeholders’ interests.

The standard factor loading of the effect of confidentiality, integrity, and reachability of information on the Internet
of Things change management was equal to 0.32. Furthermore, the t-statistic value was equal to 3.26. Therefore, it
can be claimed with 95% confidence that confidentiality, integrity, and reachability of information had a positive and
significant effect on the Internet of Things change management.

The standard factor loading of the effect of the Internet of Things change management on the main IoT stakeholders’
interests was equal to 0.34. Furthermore, the t-statistic value was 3.98. Therefore, it can be claimed with 95%
confidence that the Internet of Things change management had a positive and significant effect on the main IoT
stakeholders’ interests.

The standard factor loading of the effect of the Internet of Things change management on the user service quality
was equal to 0.65. Furthermore, the t-statistic value was 7.62. Therefore, it can be claimed with 95% confidence that
the Internet of Things change management had a positive and significant effect on the user service quality.

The standard factor loading of the effect of providing the main IoT stakeholders’ interests on the profitability of
the Internet of Things was equal to 0.32. Furthermore, the t-statistic value was 3.34. Therefore, it can be claimed
with 95% confidence that providing the main IoT stakeholders’ interests had a positive and significant effect on the
profitability of Internet of Things.

The standard factor loading of the effect of providing the main IoT stakeholders’ interests on the user service quality
was equal to 0.31. Furthermore, the t-statistic value was 2.75. Therefore, it can be claimed with 95% confidence that
providing the main IoT stakeholders’ interests had a positive and significant effect on the user service quality.

The standard factor loading of the effect of user service quality on the profitability of the Internet of Things was
equal to 0.43. Furthermore, the t-statistic value was 4.49. Therefore, it can be claimed with 95% confidence that the
user service quality had a positive and significant effect on the profitability of the Internet of Things.

The standard factor loading of the effect of the profitability of the Internet of Things on the IoT commercialization
in the telecommunication company was equal to 0.39. Furthermore, the t-statistic value was 3.85. Therefore, it can
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be claimed with 95% confidence that the profitability of the Internet of Things had a positive and significant effect on
the IoT commercialization in the telecommunication company.

The structural model of the research was saturated at two stages. The value of normal chi-square was also equal
to 1.60, which was in the acceptable range of 1 to 5. The RSMEA and SRMR fit indices were respectively 0.033 and
0.036 that were less than 0.05. The goodness of fit index (GFI), the normed fit index (NFI), and the Tucker Lewis
index (TLI) were also greater than 0.9 and were in the acceptable range.

χ2

df
=
1417.43

887
= 1.60; ;RMSEA= 0.033; ;SRMR= 0.036; ;GFI= 0.92; ;NFI= 0.94; ;TLI= 0.92 (11.1)

Therefore, the research model had a good fit and we could rely on the results.

12 Discussion and conclusion

The research results indicated that the cost of telecommunication measures to commercialize such technology
increased due to the economic pressures and sanctions of the current situation in Iran, and thus needs paying attention
to the quality of this technology. Furthermore, the competition between telecommunications and other organizations
for the implementation and commercialization of the Internet of Things caused these organizations to compete with
each other for the implementation and commercialization of such technology. According to the results, the causal
factors, which caused the commercialization of the Internet of Things in Iran’s telecommunications, were as follows:
Communication infrastructure, wireless network bandwidth, user data integrity, and authentication credentials because
the IoT platform in the telecommunications company collected, stored, and retrieved the necessary facilities such as
data management and collection from various devices and sensors, independent of the type of application, and provided
them for businesses. It provided the IoT infrastructures as the “platform as a service” method for various businesses.

The intervening conditions, which lead to the commercialization of the Internet of Things in telecommunications,
are as follows: the large scalability of IoT applications, the challenge of data management, the challenges of data
mining, and the challenge of confidentiality and security as technical components of the system because our daily
activities depend on equipment or systems that can connect to the Internet. Many manufacturers also offer their
products the ability to connect to the Internet. Therefore, IoT equipment is needed for essential services day by
day, and the security of this equipment becomes more prominent. This level of dependence on IoT equipment and
Internet services increases the hackers’ access to equipment. We may easily turn off an Internet-connected TV in a
cyberattack, but turning off a smart electricity meter is not easy because the security of IoT equipment and its services
is a key issue in this field. It should be noted that when it comes to IoT equipment, the security of this equipment
will not be absolute. Security is not a zero-one concept (secure and insecure equipment), but a range of security
vulnerabilities need to be considered. This range is from unprotected equipment (without security features) to highly
secure systems (with multiple layers of security features). In other words, there are always new security threats and
network equipment manufacturers and operators are constantly looking for new solutions to respond to these threats.
IoT security is a function of the way of managing security risks. The equipment security is a function of the risk that
it faces, the damage by this risk, and the time and resources required to achieve an acceptable level of protection.

The present study considered the improvement of the telecommunications infrastructure, making full use of all
communication power with real and legal customers, increasing the analytical power in telecommunication business
dimensions, moving towards integration of telecommunication services, strengthening the customers’ knowledge and
needs, data collection, the transmission of selected data via communication networks, evaluation and estimation of data,
and response to available information as an axial phenomenon category in the IoT commercialization model. Customers
want convenient, accessible, and personalized services. Some of these services can be found in online telecommunication
companies, telecommunication company applications, and contactless payment technology. They also want the highest
level of digital security in their telecommunication companies. Machine-to-machine connectivity, which enables the
collection and exchange of data from sensors and things, also provides numerous opportunities for telecommunications
companies to track and analyze their customers’ behaviours, desires, and demands. It allows the telecommunications
company to provide customers with much more personal experiences, targeted advice, and informed suggestions.
Therefore, the telecommunications company can achieve a new level of understanding of customer needs and closer
communication with customers.
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