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solutions. Services such as in-app messaging, push
notifications, authentication, analytics, and cloud-native
application management infrastructure have been
implemented to support software development within
government institutions.

The organization has also expanded laboratory facilities
dedicated to mobile operating system evaluation and

certification,  strengthening national
software testing and digital trust services.
Artificial Intelligence Development
Artificial intelligence has emerged as a strategic priority
across the organization's activities. During the past
year, several initiatives were undertaken to establish the
foundations of a national Al ecosystem.

These efforts included the formation of specialized
committees focused on Al infrastructure, data
management, and security; the publication of calls for
accreditation of Al-related laboratories; the evaluation of
applicants for Al operator licenses; and the preparation
of cooperation agreements with research institutions and
academic partners.

Theseinitiatives reflectthe organization’sbroader objective
of supporting responsible Al adoption while establishing
governance frameworks for future Al development.
Internet Governance and Digital Infrastructure

The Information Technology Organization of Iran also
plays an important role in managing critical internet
resources and digital infrastructure.

To address the global transition from IPv4 to IPv6, the
organization launched a project to assist government
agencies in migrating to the next generation internet
protocol. Technical guidelines, training materials, and
migration frameworks were developed to support public
institutions during this transition.

The National Internet Resource Management System
maintains records of IPv4 and IPv6 allocations,
autonomous system numbers, internet service providers,
data centers, and resource holders. The system also
provides WHOIS services and supports judicial, regulatory,
and law enforcement authorities.

Additional  responsibilities  include domain  name
governance, internet resource coordination, and the
operation of the Domestic Traffic Identification System,
which enables preferential tariffs for domestically hosted
websites and services.

Digital Platforms and Regulatory Development

The Deputy for Digital Platforms Regulation and
Development oversees a broad portfolio of regulatory,
governance, and ecosystem development activities.
Support for domestic social media platforms remains
a major focus area. The organization has developed a
comprehensive national program for social messaging
platforms and has provided infrastructure resources,
cloud services, bandwidth, and technical assistance to

capabilities in

domestic providers.

The organization also administers financial support
programs for digital businesses through dedicated
funding mechanisms aimed at strengthening the national
digital economy.

Another major initiative involves the development of
Digital Government Ecosystems. Fifteen sectoral digital
ecosystems have been defined, covering areas such as
finance, taxation, energy, healthcare, cross-border trade,
land management, supply chains, agriculture, tourism,
insurance, and public administration. These ecosystems
are intended to foster interoperability, data sharing, and
integrated service delivery across government entities.
Among the most successful national platforms supported
by the organization is the National Land Window,
which has significantly improved transparency in land
management processes while reducing processing
times and administrative complexity. The platform has
also contributed to substantial reductions in paper
consumption and operational costs.

The organization additionally supports the National
LicensingPortal, aunified platformthatstreamlinesbusiness
licensing procedures and enables electronic submission,
tracking, and approval of permit applications.

Data Governance and Digital Transformation

The growing importance of data-driven governance has
led the organization to place significant emphasis on
data governance frameworks and digital transformation
strategies.

Activities in this area include assessing the digital
readiness of selected industries, establishing governance
mechanisms for digital transformation projects across
executive agencies, developing digital transformation
strategies for the Ministry of ICT and affiliated
organizations, and designing national data governance
models.

The organization has also pursued data architecture
initiatives, data management frameworks, and service
redesign projects aimed at improving efficiency,
interoperability, and evidence-based policymaking.

The Information Technology Organization of Iran
continues to play a central role in shaping the country’s
digital future. Through initiatives spanning smart
government, cybersecurity, cloud infrastructure, digital
identity, artificial intelligence, data governance, and
digital platform regulation, the organization is building
the foundations for a more connected, efficient, and
data-driven public sector.

As digital transformation becomes increasingly critical to
economic development and public service delivery, the
organization’s ongoing efforts are expected to further
strengthen national digital capabilities, improve citizen
access to services, and support the long-term evolution
of Iran’s digital ecosystem.
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of digital government services and support continuous
improvement efforts across the public sector.

«lIran Pass» and the National Information Exchange
Center

Among the organization’s strategic digital platforms is
Iran Pass, a national digital platform designed to provide
foundational services such as digital identity and digital
signatures. The platform aims to establish a unified
infrastructure for the delivery of trusted government
services while simplifying interactions between citizens
and public institutions.

The National Information Exchange Center (NIX)
represents another critical component of Iran’s digital
government architecture. Established under national
development legislation, the platform enables secure
data exchange, interoperability, and service integration
among public institutions, facilitating seamless electronic
interactions across government agencies.

Government Cloud and Data Center Development
Cloud computing has become a strategic priority for the
modernization of public sector infrastructure. To support
this objective, the organization has been tasked with
establishing the national Government Cloud initiative.
The project encompasses the development of
dedicated government cloud data centers, cloud-based
infrastructure for the National Information Exchange
Center, digital government marketplaces, cloud service
platforms, security operation centers, monitoring centers,
and supporting operational facilities.

Over the past year, significant progress was made in
developing the Government Cloud ecosystem. Strategic
roadmaps, technical standards, and security frameworks
were prepared in collaboration with academic institutions.
Construction of a major Government Cloud data center
in Mashhad, outside the capital city of Tehran, advanced
substantially, reaching approximately 80 percent
completion.

The organization also expanded its Security Operations
Center (SOC), Network Operations Center (NOC), and
cloud infrastructure services. As a result, the adoption of
government cloud services increased significantly among
public institutions.

The organization currently provides a broad portfolio
of data center and cloud services, including colocation
facilities, dedicated physical servers, virtualization services,
storage solutions, network security services, hardware
monitoring systems, and foundational infrastructure
support.

Cloud offerings include Infrastructure as a Service (laaS),
Virtual Private Cloud (VPC), Kubernetes as a Service (KaaS),
Gateway Network services, Backup as a Service (Baa$),
Database as a Service (DBaaS), and Storage as a Service
(STaaS), enabling government organizations to benefit
from scalable and secure digital infrastructure.

Cybersecurity and Information Security
Development

Cybersecurity remains one of the most critical areas of
responsibility for the organization. Through its Deputy
for Information Security and the national CERT known
as MAHER, the organization provides a wide range of
cybersecurity services.

MAHER's activities encompass three primary areas:
incident response and emergency handling, preventive
cybersecurity measures, and initiatives aimed atimproving
overall security quality and resilience.

The organization is also responsible for issuing security
certifications, supporting the development of the
national cybersecurity workforce, and collaborating with
the National Standards Organization on cybersecurity
standards and frameworks.

Throughout the past year, the organization conducted
awareness-building initiatives and organized national
events involving representatives from executive agencies
to strengthen cybersecurity culture and improve
institutional preparedness.

The Office for Information Security Industry Development
continued its activities related to security certification and
accreditation. Responsibilities included evaluating security
laboratories, certifying domestic products, approving
imported products, developing security requirements
and protection profiles, monitoring certified vendors,
and preparing strategic roadmaps for the cybersecurity
industry ecosystem.

Digital Assets, Artificial Intelligence, and Open
Technologies

The Deputy for Digital Assets and Foundational Services
oversees several strategic technology initiatives, including
search technologies, open-source infrastructure, artificial
intelligence, and open data programs.

A key initiative in this area is the Specialized Government
Services Search Engine, which aims to improve access to
government information and services through advanced
search and information organization capabilities. The
project seeks to enhance user experience, reduce
fragmentation among public service platforms, and
improve efficiency in service delivery.

The National Open Source Repository was also established
to supportdevelopers and reduce dependency onexternal
software sources. The platform provides access to a wide
range of open-source packages, Linux distributions,
programming language libraries, and software resources
through a secure government cloud infrastructure.

The organization is simultaneously pursuing the
development of a National Open Data Platform, designed
toincrease transparency, facilitate innovation, and support
the growth of a data-driven digital economy.

Additional initiatives include the deployment of
indigenous Mobile Backend as a Service (MBaaS)



From Smart Government to Data Governance:
An Overview of the Missions and Strategic Initiatives of the Information Technology
Organization of Iran

The Information Technology Organization of Iran
(ITO), operating under the Ministry of Information and
Communications Technology, serves as one of the
country’s principal institutions responsible for digital
transformation, ICT infrastructure development, and
the implementation of national information technology
strategies. Over recent years, the organization has
played a significant role in advancing smart government
services, strengthening digital infrastructure, improving
cybersecurity capabilities, and fostering the development
of Iran’s digital ecosystem.

From the expansion of digital public services and cloud
infrastructure to the promotion of artificial intelligence,
data governance, and cybersecurity resilience, the
organization has undertaken a wide range of initiatives
aimed at modernizing public administration and
supporting the country’'s digital economy. The following
report provides an overview of the key missions and
activities pursued by the Information Technology
Organization of Iran over the past year.

Smart Government Infrastructure and Digital Public
Services

One of the core responsibilities of the organization is
the development and operation of smart government
infrastructure. This mission is primarily carried out
through the Deputy for Smart Government Infrastructure
Development, which oversees the National Smart
Government Services Window, the National Information
Exchange Center, government cloud services, and quality
monitoring of electronic public services.

The National Smart Government Services Window
serves as a unified gateway through which citizens can
access government services. The platform provides a
range of foundational digital identity services, including
authentication of individuals, legal entities, and foreign
nationals. Additional services include verification of family
relationships, access to civil registry photographs, address

retrieval through postal codes, property and housing
inquiries, company registration information, and mobile
number verification services. These capabilities help
public agencies reduce redundant inquiries, improve
service delivery, and enhance the security and accuracy
of digital transactions.

The organization is also advancing a nationwide
digital identity management initiative through the
Smart Government Services Window. A dedicated
implementation contract has been signed to establish a
more comprehensive and trusted framework for digital
authentication across government services.

Citizen engagement represents another important
component of smart governance. Through the
Government Electronic Participation Platform, executive
agencies can conduct public surveys and consultations.
The platform facilitates citizen participation, collects
feedback, and provides analytical reports that support
data-driven policymaking.

Complementing these services is the National
Authenticated Email System, which enables secure and
verified communication between citizens, businesses,
and government agencies. By integrating authentication
mechanisms with government infrastructure, the platform
provides legally recognized electronic correspondence
and supports both individual and corporate users.

The National Citizen Digital Mailbox has also continued
its expansion. Originally launched with limited users
and participating agencies, the system now serves a
significantly larger user base. During the past year,
new capabilities were added, including integration with
national messaging systems, email servers, inter-agency
correspondence  services, interactive communication
tools, reporting enhancements, and improved document
management functionalities.

Monitoring and Evaluation of Electronic Government
Services

The Information Technology Organization of Iran is
responsible for monitoring the implementation of
e-government obligations across executive agencies in
accordance with national development plans. Working
closely with the Executive Council of Information
Technology, the organization conducts periodic
evaluations of government portals, digital services, and
electronic platforms.

In 2025, the twelfth national evaluation cycle assessed
the electronic services of 166 government entities, while
preparations for the thirteenth cycle continued. These
assessments provide valuable insights into the maturity
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